^pln. No. : 09/667,845 

Amendment Dated Oct. 7, 2004 

Reply to Office Action dated June 17, 2004 

AMENDMENTS TO THE CLAIMS 

1. (Currently Amended) A tamper detection system for securing a protected 
integrated circuit from attack, the tamper detection system comprising: 

a power source; 

a trigger circuit including a plurality of resistors and a plurality of wire loops, 
the plurality of resistors including a first resistor, a second resistor and a third resistor, 
all of which being wired together in series and operatively connected to the power 
source, the plurality of wire loops including a first wire loop extending between the 
first resistor and the second resistor and a second wire loop extending between the 
second resistor and the third resistor, the first wire loop and the second wire loop 
being electrically isolated from each other but in physical proximity to each other so 
as to form a protective mesh that envelopes the protected integrated circuit; aod 

a ground laver in phvsical proximitv to the first wire loop or the second wire 
loop: and 

a detection circuit being in operative communication with the trigger circuit and 
the protected integrated circuit, the detection circuit including a first transistor and a 
second transistor the first transistor being operativelv connected across the second 
resistor so that the first transistor is controlled bv a bias voltage across the second 
resistor the second transistor being operativelv connected across the first transistor 
and ground so that the second transistor is activated bv an output current received 
from the first transistor, the detection circuit monitoring a flow of current through the 
trigger circuit, wherein if the flow of current through the trigger circuit is altered 
because of an open condition in the first wire loop or the second wire loop or a short 
between the first wire loop and the second wire loop or a short from the first wire loop 
or the second wire loop to the ground laver , then the detection circuit outputs a 
predetermined signal at a designated node located between the power source and 
the second transistor. 
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2. Cancelled. 

3. Cancelled. 

4. (Currently Amended) The tamper detection system of claim wherein: 

the detection circuit further includes a fourth_ferth resistor connected between 
the power source and the second transistor; 

the first transistor is a PNP type having an emitter node, a base node and a 
collector node, the first transistor emitter node is connected between the first resistor 
and the second resistor, the first transistor base node is connected between the 
second resistor and the third resistor; 

the second transistor is a NPN type having an emitter node, a base node and 
a collector node, the second transistor base node is connected to the first transistor 
collector node, the second transistor emitter node is connected to ground, the second 
transistor collector node is connected to the fourth_forth resistor; and 

the designated node is between the fourth fo rth resistor and the second 
transistor collector node. 

5. (Currently Amended) The tamper detection system of claim 4, whereinf the 
predetermined signal is a high voltage condition substantially equal to the power 
source. 

6. (Currently Amended) A_Th© tamper detection system of cla i m 1. whoroin: for 
securinc a protected inteorated circuit from attack, the tamper detection svstem 
comprising: 

a power source: 

a trigger circuit including a pluralitv of resistors and a pluralitv of wire loops, 
the plurality of resistors including a first resistor, a second resistor and a third resistor, 
all of which being wired together in series and ooerativelv connected to the power 
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source, the plurality of wire loops including a first wire loop extending between the 
first resistor and the second resistor and a second wire loop extending between the 
second resistor and the third resistor the first wire loop and the second wire loop 
being electrically isolated from each other but in physical proximity to each other so 
as to form a protective mesh that enyelopes the protected integrated circuit: and 

a detection circuit being in operative communication with the trigger circuit and 
the protected integrated circuit, the detection circuit including inc l ud e s a first 
transistor and a second transistor, the first transistor beingis operatively connected 
across the second resistor so that the first transistor is controlled by a ll owed to 
develop a bias voltage across e foss the second resistor, the second transistor being 
is operatively connected across the first transistor and ground so that the second 
transistor is activated by an output current received from the first transistor, the 
detection circuit monitoring a flow of current through the trigger circuit, wherein if the 
flow of current through the trigger circuit is altered because of an open condition in 
the first wire loop or the second wire loop or a short between the first wire loop and 
the second wire loop then the detection circuit outputs a predetermined signal at a rid 
the_a designated node is located between the power source and the second 
transistor. 

7. (Currently Amended) The tamper detection system of claim 6, wherein: 

the detection circuit further includes a fourth fe rtt^ resistor connected between 
the power source and the second transistor; 

the first transistor is a PNP type having an emitter node, a base node and a 
collector node, the first transistor emitter node is connected between the first resistor 
and the second resistor, the first transistor base node is connected between the 
second resistor and the third resistor; 

the second transistor is a NPN type having an emitter node, a base node and 
a collector node, the second transistor base node is connected to the first transistor 
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collector node, the second transistor emitter node is connected to ground, the second 
transistor collector node is connected to the fourth fe f=th resistor; and 

the designated node is between the fourth fo rth resistor and the second 
transistor collector node. 

8. (Currently Amended) The tamper detection system of claim 7, whereim the 
predetermined signal is a high voltage condition substantially equal to the power 
source. 

9. (Currently Amended) A method of producing a tamper detection system for 
securing a protected integrated circuit from attacl<, the method comprising the stop(c) 
ef: 

providing a power source; 

providing a trigger circuit including a plurality of resistors and a plurality of wire 
loops, the plurality of resistors including a first resistor, a second resistor and a third 
resistor, all of which being wired together in series and operatively connected to the 
power source, the plurality of wire loops including a first wire loop extending between 
the first resistor and the second resistor and a second wire loop extending between 
the second resistor and the third resistor; 

keeping the first wire loop and the second wire loop electrically isolated from 
each other; 

placing the first wire loop and the second wire loop in physical proximity to 
each other so as to form a protective mesh that envelopes the protected integrated 
circuit; dB4 

providing a around laver in ohvsical proximitv to the first wire loop or the 
second wire loop; 

providing a detection circuit in operative communication with the trigger circuit 
and the protected integrated circuit, the detection circuit including a first transistor 
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and a second transistor, the first transistor being operativelv connected across the 
second resistor so that the first transistor is controlled bv a bias voltage across the 
second resistor, the second transistor being operativelv connected across the first 
transistor and ground so that the second transistor is activated bv an cutout current 
received from the first transistor, t he detection circuit monitoring a flow of current 
through the trigger circuit, wherein if the flow of current through the trigger circuit is 
altered because of an open condition in the first wire loop or the second wire loop or 
a short between the first wire loop and the second wire loop or a short between the 
first wire loop or second wire loop and the ground laver . then the detection circuit 
outputs a predetermined signal at a designated node located between the power 
source and the second transistor . 

10. Cancelled. 

11. Cancelled. 

12. (Currently Amended) The method of claim 9_44, wherein: 

the detection circuit further includes a fourth fo rth resistor connected between 
the power source and the second transistor; 

the first transistor is a PNP type having an emitter node, a base node and a 
collector node, the first transistor emitter node is connected between the first resistor 
and the second resistor, the first transistor bias node is connected between the 
second resistor and the third resistor; 

the second transistor is a NPN type having an emitter node, a base node and 
a collector node, the second transistor base node is connected to the first transistor 
collector node, the second transistor emitter node is connected to ground, the second 
transistor collector node is connected to the fourth f orth resistor; and 

the designated node is between the fourth f orth resistor and the second 
transistor collector node. 
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13. (Currently Amended) The method of claim 12, whereinv the predetermined 
signal is a high voltage condition substantially equal to the power source. 

14. (Currently Amended) A The method of c l a i m 9. whoro i n: of producing a tamper 
detection system for securing a protected integrated circuit from attack, the method 
comprising: 

providing a power source: 

providing a trigger circuit including a plurality of resistors and a plurality of wire 
loops, the plurality of resistors including a first resistor a second resistor and a third 
resistor, all of which being wired together in series and operatively connected to the 
power source, the plurality of wire loops including a first wire loop extending between 
the first resistor and the second resistor and a second wire loop extending between 
the second resistor and the third resistor: 

keeping the first wire loop and the second wire loop electrically isolated from 
each other: 

placing the first wire loop and the second wire loop in physical proximity to 
each other so as to form a protective mesh that envelopes the protected integrated 
circuit: 

providing a detection circuit in operative communication with the trigger circuit 
and the protected integrated circuit, t he detection circuit including i nc l udes a first 
transistor and a second transistor, the first transistor being I s operatively connected 
across the second resistor so that the first transistor is controlled a l lowed to dovo l op 
by a bias voltage across the second resistor, the second transistor being i s 
operatively connected across the first transistor and ground so that the second 
transistor is activated by an output current received from the first transistor, the 
detection circuit monitoring a flow of current through the trigger circuit, wherein if the 
flow of current through the trigger circuit is altered because of an open condition in 
the first wire loop or the second wire loop or a short between the first wire loop and 
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the second wire loop then the detection circuit outputs a predetermined signal at a 
and th e designated node \& located between the power source and the second 
transistor. 

15. (Currently Amended) The method of claim 14. wherein: 

the detection circuit further includes a fourth fo rth resistor connected between 
the power source and the second transistor; 

the first transistor is a PNP type having an emitter node, a base node and a 
collector node, the first transistor emitter node is connected between the first resistor 
and the second resistor, the first transistor base node is connected between the 
second resistor and the third resistor; 

the second transistor is a NPN type having an emitter node, a base node and 
a collector node, the second transistor base node is connected to the first transistor 
collector node, the second transistor emitter node Is connected to ground, the second 
transistor collector node is connected to the fourth f orth resistor; and 

the designated node is between the fourth f orth resistor and the second 
transistor collector node. 

16. (Currently Amended) The method of claim 15, wherein^ the predetermined 
signal is a high voltage condition substantially equal to the power source. 

17. (Currently Amended) A method of detecting an attempt to tamper with a 
protected integrated circuit, the method comprising th e step(s) of : 



providing a power source; 

providing a trigger circuit including a plurality of resistors and a plurality of wire 
loops, the plurality of resistors including a first resistor, a second resistor and a third 
resistor, all of which being wired together in series and operatively connected to the 
power source, the plurality of wire loops including a first wire loop extending between 
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the first resistor and the second resistor and a second wire loop extending between 
the second resistor and the third resistor; 

keeping the first wire loop and the second wire loop electrically isolated from 
each other; 

placing the first wire loop and the second wire loop in physical proximity to 
each other so as to form a protective mesh that envelopes the protected integrated 
circuit; 

providing a around layer in phvsical proximity to the first wire loop or the 
second wire loop: 

providing a detection circuit in operative communication with the trigger circuit 
and the protected Integrated circuit, the detection circuit including a first transistor 
and a second transistor, the first transistor being operativelv connected across the 
second resistor so that the first transistor is controlled by a bias voltage across the 
second resistor the second transistor being operativelv connected across the first 
transistor and ground so that the second transistor is activated by an output current 
received from the first transistor, the detection circuit monitoring a flow of current 
through the trigger circuit; and 

if the flow of current through the trigger circuit is altered because of an open 
condition in the first wire loop or the second wire loop or a short between the first wire 
loop and the second wire loop or a short between the first wire loop or the second 
wire loop and the ground layer , then outputting a predetermined signal at a 
designated node of the detection circuit located between the power source and the 
second transistor . 

18. Cancelled. 

19. Cancelled. 

20. (Currently Amended) The method of claim 17 40. wherein: 


{10030699.1 } 


Page 9 of 15 


Appln. No.: 09/667,845 

Amendment Dated Oct. 7, 2004 

Reply to Office Action dated June 17, 2004 

the detection circuit further includes a fourth fo rth resistor connected between 
the power source and the second transistor; 

the first transistor is a PNP type having an emitter node, a base node and a 
collector node, the first transistor emitter node is connected between the first resistor 
and the second resistor, the first transistor base node is connected between the 
second resistor and the third resistor; 

the second transistor is a NPN type having an emitter node, a base node and 
a collector node, the second transistor base node is connected to the first transistor 
collector node, the second transistor emitter node is connected to ground, the second 
transistor collector node is connected to the fourth fo rth resistor; and 

the designated node is between the fourth f orth resistor and the second 
transistor collector node. 

21. (Currently Amended) The method of claim 20, whereinv the predetermined 
signal is a high voltage condition substantially equal to the power source. 

22. (Currently Amended) A_The method of c l aim 17, whoro i n: detecting an attempt 
to tamper with a protected integrated circuit, the method comprising: 

providing a power source: 

providing a trigger circuit including a pluralitv of resistors and a pluralitv of wire 
loops, the pluralitv of resistors including a first resistor, a second resistor and a third 
resistor all of which being wired together in series and operativelv connected to the 
power source, the pluralitv of wire loops including a first wire loop extending between 
the first resistor and the second resistor and a second wire loop extending between 
the second resistor and the third resistor: 

keeping the first wire loop and the second wire loop electricaliv isolated from 
each other: 
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placing the first wire loop and the second wire loop in physical proximity to 
each other so as to form a protective mesh that envelopes the protected integrated 
circuit: 

providing a detection circuit in operative communication with the trigger circuit 
and the protected integrated circuit, the detection circuit including includos a first 
transistor and a second transistor, the first transistor being i s operatively connected 
across the second resistor so that the first transistor is controlled by a ll ow e d to 
d e v el op a bias voltage across the second resistor, the second transistor being i s 
operatively connected across the first transistor and ground so that the second 
transistor is activated by an output current received from the first transistor, the 
detection circuit monitoring a flow of current through the trigger circuit: and 

if the flow of current through the trigger circuit is altered because of an open 
condition in the first wire loop or the second wire loop or a short between the first wire 
loop and the second wire loop, then outputting a predetermined signal at a and th e 
designated node is located between the power source and the second transistor. 

23. (Currently Amended) The method of claim 22. wherein: 

the detection circuit further includes a fourth f ort^ resistor connected between 
the power source and the second transistor; 

the first transistor is a PNP type having an emitter node, a base node and a 
collector node, the first transistor emitter node is connected between the first resistor 
and the second resistor, the first transistor base node is connected between the 
second resistor and the third resistor; 

the second transistor is a NPN type having an emitter node, a base node and 
a collector node, the second transistor base node is connected to the first transistor 
collector node, the second transistor emitter node is connected to ground, the second 
transistor collector node is connected to the fourth f oFtl=^ resistor; and 
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the designated node is between the fourth fo rth resistor and the second 
transistor collector node. 

24. (Currently Amended) The method of claim 23, wherein^ the predetermined 
signal is a high voltage condition substantially equal to the power source. 

25. (New) An integrated circuit assembly comprising: 

an integrated circuit; 

a protective barrier enveloping the integrated circuit, the protective barrier 
including a first wire loop and a second wire loop electrically isolated from each other, 
a first end of the first wire loop being coupled to a first end of a first resistor, a second 
end of the first wire loop being coupled to a first end of a second resistor, a first end 
of the second wire loop being coupled to a second end of the second resistor, and a 
second end of the second wire loop being coupled to a first end of a third resistor; 

a power source coupled to a first end of the first resistor; 

a detection circuit including a first transistor having a first, second and third 
node, the first node being coupled to the first end of the second resistor, the second 
node being coupled to the second end of the second resistor, the detection circuit 
further including a second transistor having a first, second and third node, the first 
node of the second transistor being coupled to ground, the second node of the 
second transistor being coupled to the third node of the first transistor, and the third 
node of the second transistor being coupled to the power source and to an output of 
the detection circuit, the output of the detection circuit being input to the integrated 
circuit, 

wherein the detection circuit monitors a flow of current through the first and 
second wire loops, and if the flow of current through the first and second wire loops is 
altered, the output of the detection circuit changes from a first signal to a second 
signal. 
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26. (New) The integrated circuit assembly of claim 25, wherein the protective barrier 
further comprises: 

a ground layer in physical proximity to the first wire loop or the second wire 

loop, 

wherein a short between the first wire loop or second wire loop and the ground 
layer will cause the flow of current through the first and second wire loops to be 
altered. 
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